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PROCEDURE

3

01



WHAT IS DATABASE OBFUSCATION?
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REQUIREMENTS:

● Replace original values 
with fake data

● Keep database consistent
● Subset date (scale down  

database size)

* FD - functional dependency 
* PK - primary key



WHO NEED THIS?
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● Small to large companies are required in high quality test data
● Outsourcing companies
● Companies uses outsourcing service
● Who deal with machine learning
● Information security and legal entity tribes
● Data engineers and infrastructure teams



DATABASE OBFUSCATION PROCESS
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● Involves DBA, IS and 
Product

● List of sensitive tables and 
columns

● Transform
● Restore periodically 
● Сheck schema changes

Place 
obfuscation 

task

Transform 
production 
database

Deploy in 
staging

Gather required 
transformations

Close ticket

Initiate obfuscation request

Provide transformations Provide transformations

Provide transformations

Analyze

Analyze

Received deployed staging DB

If deployed

If transformation is successful

If requirements were satisfied

Information 
Security

Database 
Engineer

Product
Owner



THESES TO REFLECT
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● Dump and restore must be reliable
● DB Obfuscation ~ reverse development
● Control schema changes
● Easy extend transformation logic
● Declarative rather than imperative



DESIRED SOLUTION
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● Stateless
● Type safe
● Reliable as vendor utilities
● Streaming inline replacement
● Variety of storages
● Customizable
● Interactive (validation and debugging)
● Declarative and integratable



GREENMASK DESIGN
9

02



GREENMASK. WHAT IS IT?
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● Database dumping and 
anonymization tool

● Written in Go
● Open source (Apache 2.0 License)
● Published 5 months ago 
● Backward compatible with vendor 

utilities
● Easy up and running
● Has playground sandbox

https://github.com/GreenmaskIO/greenmask



DUMP AND RESTORE CONCEPT
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CORE CONCEPT:

● Delegate schema dumping 
to the vendor utilities

● Dump consist of 3 section
● Operate only with Data 

section

NEED TO CONTROL



TOC ARCHIVE LIBRARY
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PURPOSE: CHARACTERISTICS:

● Control dump and restore 
procedure

● Exclude data and objects when 
restoring

● Parallel execution
● Restoration dependencies 

resolving

● Original library written in C
● Binary format of data
● Contains 

○ Metadata
○ SQL commands
○ Data files references



TOC.DAT FILE EXAMPLE
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Binary metadata Translated madata to JSON



COPY PARSER & NULL DETERMINATION

14

TABLE DEFINITION:

● Column value is nullable

COPY in CSV
● Has problem with NULL
● Empty = “”
● Null = empty string

COPY in TEXT
● Has strict NULL 

determination
● Collision is not expected



BACKWARD COMPATIBILITY
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pg_dump and 
pg_restore 
delegation

TOC
Archive 

Library ported

TEXT 
COPY format  

Ported

Backward 
compatibility



SDK AND EXTENSIBILITY
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SUPPORTED LANGUAGES:

● Go
● Python (soon)

CHARACTERISTICS:

● Integrated with Database Driver
● Provides flexible transformer definition 

with parameters
● External transformer interaction 

protocol via PIPE



STORAGES
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Directory S3-Like storage (MinIO, AWS S3, etc.)



GREENMASK USAGE
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BUILT-IN TRANSFORMERS

19

15. RandomLongitude
16. RandomUnixTime
17. RandomDayOfWeek
18. RandomDayOfMonth
19. RandomMonthName
20. RandomYearString
21. RandomCentury
22. RandomTimezone
23. RandomEmail
24. RandomUsername
25. RandomPassword
26. RandomMacAddress
27. RandomDomainName
28. RandomURL

1. Cmd
2. Dict
3. Hash
4. Masking
5. NoiseDate
6. NoiseFloat
7. NoiseInt
8. RandomBool
9. RandomDate

10. RandomFloat
11. RandomInt
12. RandomString
13. RandomUuid
14. RandomLatitude

29. RandomIPv4
30. RandomIPv6
31. RandomWord
32. RandomSentence
33. RandomParagraph
34. RandomCCType
35. RandomCCNumber
36. RandomCurrency
37. RandomAmountWithCurrency
38. RandomName
39. RandomLastName
40. RandomFirstName
41. RandomFirstNameMale
42. RealAddress

43. RandomFirstNameFemale
44. RandomTitleMale
45. RandomTitleFemale
46. RandomPhoneNumber
47. RandomTollFreePhoneNumber
48. RandomE164PhoneNumber
49. RealAddress
50. RegexpReplace
51. Replace
52. SetNull
53. Json
54. Template
55. TemplateRecord

https://greenmask.io/built_in_transformers/standard_transformers
https://greenmask.io/built_in_transformers/advanced_transformers

https://greenmask.io/built_in_transformers/standard_transformers
https://greenmask.io/built_in_transformers/advanced_transformers


VALIDATION
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FEATURES:

● Control database schema diff
● Check config error
● Check DB constraint violations
● Perform transformation on the 

limited set
● Show the difference between 

original and transformed



VALIDATE - SCHEMA DIFF
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Non-zero exit if any changes



VALIDATE - DATA DIFF
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VALIDATE - WARNINGS
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VALIDATE - WARNINGS RESOLVING
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You can resolve warning by adding it 
hash to resolved warnings list

You can resolve warning by adding it 
hash to resolved warnings list



CUSTOM LOGIC - TEMPLATE RECORD
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EXAMPLE REQUIREMENTS:

● Resolve functional dependencies
● Generate new created_at value
● Generate random updated_at 

value start from created_at



OTHER FEATURES
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● Works with huge databases (tested with 1TB)
● Custom DB types registering in driver
● Partitioned tables inheritance
● Declarative
● Easy integrated into your CI/CD system
● Parallel execution
● Cross platform
● Section scripts (pre-data, data, post-data)
● Large objects dumping



GREENMASK TEASED FEATURE
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DYNAMIC PARAMETERS
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● Getting parameter value from the record
● Resolving functional dependencies
● Resolve constraint violations
● Keeping database consistent

*Coming soon (May)



DYNAMIC PARAMETERS
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*Coming soon (May)

REQUIREMENTS:

● hiredate > birthdate (Functional 
dependency)

● now() - hiredate >= 18 years 
(Constraint)



DYNAMIC PARAMETERS — CONFIG
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*Coming soon (May)



DYNAMIC PARAMETERS — RESULT
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*Coming soon (May)



DETERMINISTIC TRANSFORMATIONS
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*Coming soon (May)

FEATURES:

● Cryptographic functions
○ Sha2
○ Sha3

● Unified hash function
○ SipHash



EXTERNAL TRANSFORMER EXAMPLE
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*Coming soon (May-June)

FEATURES:

● Simple definition
● Multicolumn support
● Focus only on transformation 

logic
● Autodiscovery by core utility
● Can be integrated with your 

framework and any service logic

Teased Python library (coming soon)



EXTERNAL TRANSFORMER AUTO-DISCOVERY
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*Coming soon (May-June)
Teased Python library (coming soon)



PLANS & ROAD MAP
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OUR GOALS
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● Help businesses to improve their services

● Make data safe and private

● Develop Open-Source Test Data Management Platform

● Implement reusable and extensible code base (Not only for DBMS)



COMING SOON (APRIL-JUNE)
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● Deterministic library and transformers
● Dynamic parameters
● Database subset
● Auto PK/FK transformations
● Transformation conditions
● New built-in transformers
● Python library (SDK)

@greenmask_community



ROADMAP & CONTRIBUTION
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● Unique transformations
● Transformation patterns
● AI Assistant & External integrations
● Transformation patterns
● New DBMS support (OLAP, OLTP)
● Web interface
● Scalable service

@greenmask_community



THANK YOU!

39


